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Introduction

● Our goal is to share the reasoning behind establishing a 
university baseline, how we developed it, and key 
challenges related to specific controls

● The rule will be implemented later this year, so it's not in 
effect just yet. 

● We assume that cybersecurity baselines are a culture 
shift for the inherently open, decentralized, nature of our 
university

● Baselines set ground rules so you can focus on success!



What we’ll cover

1. Setting the ground rules

2. Why we developed a 
baseline

3. Which controls and why

4. Keys to success



Setting the 

ground rules

Section 1 

A quick poll:
Have you ever implemented a 

cybersecurity baseline before?



Current university challenges 

● 10+ types of 

regulated 

data with 

different 

language

● Basic 
research 

requirements

● No excessive 

controls

Basic 

security

● Different 

departments & 

different  

support

● Smaller 

departments  

benefit

● Support 
services for 

basic security

Decentralized 

campus

● Clear basic 

controls means 

consistent 

enforcement

● Formal 

exceptions = 

better risk 

tracking

Enforcement & 

exceptions 

● Everyday 

language so it 

can be read & 

applied

● Simplifies 

assessments

● Reduce overall 

risk

Security must 

be easy 

92% 

admitted basic 

hygiene could have 

prevented a breach 

| Swimlane



What is a Baseline?

Baselines have 

been around 
awhile

According to NIST:

Predefined sets of controls specifically 

assembled to address the protection needs of 

groups, organizations, or communities of interest.

They  are very common

Some examples include CMMC (DOD / 

Research contracts), ISO27001 (International) 

and 800-53b, FIPS 199/200 (National)

Some considerations…

They have multiple levels and are designed to 

be “tailored” to the organization.

2.

3.

1.
TCSEC / Orange book (DOD) 1983

ITSEC (Europe) 1991

Common Criteria 1999

~ All 7 levels

 



Why we 

developed a 

baseline

A quick poll:
Is basic cybersecurity for 

your projects still a point of 

negotiation?



Expected outcomes

Updated 

and unified 

policy

Guidance Peer review Rollout 

strategy & 

Roadmap

Easy to use 
baseline security 
controls to 
update RUL 
08.00.16.

Provide guidance 
documentation and 
support links. 

Review from peer 
groups for 
collaborators for 
feedback

A phased strategy to 
introduce baseline 
controls across 
campus.



Our strategy

Don’t

● Make controls overly prohibitive

● Use overly complex language

● Overlook unmanaged devices

● Mandate controls with 

limited support capabilities

Do

● Seek feedback

● Give enough time to adopt 

● Communicated it well

● Align with basic research 

requirements

● Tailor controls to only basic req.



Which controls we 

included & why

Interesting fact
Basic security hygiene still protects 

against 99% of all cyber attacks.

~Microsoft ‘25



Pros

Narrow the list

● Not highly sensitive, 

Public,  Low risk, min cost

● Basic integrity and 

Availability

● Limited support 

capability

Choose Reviews

Start with…

● A common catalogue (NIST, CIS, ISO)

● Min requirements (FAR / FCI / ITAR) 

● Min privacy controls

Determine which groups 

will have challenges.

● Limited budgets or 

resources

● Limited support areas

Who can provide feedback?

● Front line IT, helpdesk, 

and Support staff

● Management

● Office of research

Getting to the final  controls



All systems

Access control
Cybersecurity 

awareness

Logging and 

monitoring

Identity and 

authentication

Incident 

response
Data lifecycle

Data 

protection

Security in 

physical space

Network 

security

Patch 

management

Anti-malware / 
endpoint 

protection

University owned only

Configuration 

management

Inventory of IT resources

Vulnerability 

management

The final controls



A Closer Look: Security in Physical Space

Physical access to devices 
such as servers, desktop 
computers, and storage media 
must be limited to prevent 
unauthorized access or 
removal. 

Keep your workspace clear of 
sensitive information. 

Access to areas containing 
sensitive data must be limited 
to those who need it.

Current State of Physical Security



A Closer Look: Data Lifecycle

Ensure data is stored in a 

university-approved storage 

platform. Backups must also be 

stored in a university-approved 

storage platform. 

Only keep data that is needed to 

conduct official business, meet 

statutory obligations, carry out 

administrative functions, or meet 

organizational objectives.



A Closer Look: Access Control

Users, systems and processes must allow only the minimum level 

of access needed to fulfill the responsibilities of their specific roles 

within the university.



“My personal 

laptop is fine”

46% of stolen 

credentials come 

from personal, 

unmanaged 

devices.

University VS personally 

owned devices

Both have challenges

Managed Unmanaged

● My department can’t 
purchase devices for 
everyone

● How do we logistically 
support remote devices?

● Do researchers have to 
carry 2 devices?

● Does this mean we have to 
secure every device?

● Shouldn’t we be 
collaborative?

● Do my users even have the 
capability to apply the security 
controls?

● It looks as though we have to 
“assume” that the system is 
meeting compliance?

● The user takes on any risks for 
protecting the data.  

● Your personal device can be in 
scope for an audit



● Not every control will be able to be met 

& you must allow time for full 

implementation

● Requests must be submitted as a 

approved exception.  Approval is better 

with compensating controls.

● Exceptions are a temporary risk 

acceptance, not permanent.

● Exceptions can be used to identify 

organizational risks

Requests for exceptions

“Our goal should be 

that 100% of 

exceptions have at 

least a defined 

expiration date

Temporary waivers 

consistently rank as a top 

vulnerability in modern 

institutional audits. 

ISACA’25



Keys to success

A quick poll:

Which basic controls do you 

think could be challenging 

for a university?



Our roadmap

2023

How we rolled 

everything out

1. Get strategic plan approved

2. Choose a common control catalogue

3. Identify all Internal & external data types

4. Decide “how” controls will be tailored

5. Pick the controls (With collaboration)

6. Develop guidance documents, a method to handle 

exceptions, and to assess controls.

7. Get approval for and publish the new standard

8. Socialize the standards (Web, forums, working groups)

Lessons we learned…

● Get a broad scope of individuals to 

provide feedback including non-IT 

staff

● Ensure you focus everyone on the 

controls for “this” baseline, not the 

more stringent controls

● Make sure the controls can be 

supported

● Clearly explain the controls 



Any questions?

Thank you!



Important Links 

and resources

● Cybersecurity Baseline  

● https://storage.oit.ncsu.edu/

https://cybersecurity.ncsu.edu/policy-and-compliance/cybersecurity-baseline/
https://cybersecurity.ncsu.edu/policy-and-compliance/cybersecurity-baseline/
https://storage.oit.ncsu.edu/
https://storage.oit.ncsu.edu/


NCSU regulated requirements

NCSU obligations

FAR Federal Acquisition rule Required, assessed via CMMC Level 1

ITAR / EAR International traffic or Export acquisitions
Required for export restrictions / residency 
requirements

CUI / 800-171
DOD research contracts, export-controlled 
data

Required for contracts / Sensitive data

DFAR / 800-171 Defense Federal Acquisition rule Required, assessed via CMMC Level 2

GLBA Financial data Required due to data handling

HIPAA / PHI Health records (Staff, Student) Required due to data handling

IRB Sensitive Human 
subject research

Human research data Required for contracts / research

FERPA Student Education records Required due to data handling

PII / SSNs Personally identifiable data
Required, but we house data from multiple states.  
Whereas, different states have different requirements.

FISMA Federal research data Not required

CyberSecurity 
Essentials 

UK research Used for some research projects

PCI Card holder data Limited



Baseball field cybersecurity infographic



It must include cross references

Baselines 

reference their 

required 

responsibilities

2 26 200 205 24 151

Control catelogue GREEN YELLOW RED PURPLE FAR
CUI/ DFAR / 

800-171

Control 
ID

Control (or Control Enhancement) 
Name

YELLOW RED

AC-1 Policy and Procedures

52.204-
21(b)(1)(i)

03.15.01  
Policy and 
Procedures

AC-2 Account Management

03.01.01  
Account 

Management 

AC-2(3)
Account Management | Disable 
Accounts

03.01.01  
Account 

Management 

AC-2(13)
Account Management | Disable 
Accounts for High-risk Individuals

03.01.01  
Account 

Management 

AC-3 Access Enforcement

52.204-
21(b)(1)(i)

03.01.02  
Access 

Enforcement

Requirements build from the previous classification. 

Adding green adds to yellow. 


	Slide 1: Covering All of the Bases
	Slide 2: Presented by 
	Slide 3: Introduction
	Slide 4: What we’ll cover
	Slide 5: Setting the ground rules
	Slide 6: Current university challenges 
	Slide 7: What is a Baseline?
	Slide 8: Why we developed a baseline
	Slide 9: Expected outcomes
	Slide 10: Our strategy
	Slide 11: Which controls we included & why
	Slide 12: Getting to the final  controls
	Slide 13: The final controls
	Slide 14: A Closer Look: Security in Physical Space
	Slide 15: A Closer Look: Data Lifecycle
	Slide 16: A Closer Look: Access Control
	Slide 17: University VS personally owned devices
	Slide 18: Requests for exceptions
	Slide 19: Keys to success
	Slide 20: Our roadmap
	Slide 21: Thank you!
	Slide 22: Important Links and resources
	Slide 23: NCSU regulated requirements
	Slide 24: Baseball field cybersecurity infographic
	Slide 25: It must include cross references

