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Intfroduction

e QOur goalisto share the reasoning behind establishing a
university baseline, how we developed it, and key
challenges related to specific controls

e The rule will be implemented later this year, so it's not in
effect just yet.

e We assume that cybersecurity baselines are a culture
shift for the inherently open, decentralized, nature of our
university

e Baselines set ground rules so you can focus on success! p




’7 What we'll cover

1. Setting the ground rules

2. Why we developed a
baseline

3. Which controls and why
4. Keys to success




NC STATE Section 1

Setting the
ground rules

A quick poll:
Have you ever implemented a
cybersecurity baseline before?




Current university challenges

92%

admitted basic
hygiene could have
prevented a breach
| Swimlane

Basic
security

e 10+ types of
regulated
data with
different
language

Basic
research
requirements

No excessive
controls

Decentralized
campus

Different
departments &
different
support

NaglelllsTs
departments
benefit

Support
services for
basic security

Enforcement &
exceptions

Clear basic
controls means
consistent
enforcement

Formal
exceptions =
betterrisk
tracking

Security must
be easy

e F[Everyday
language so it
can beread &
applied

Simplifies
assessments

Reduce overall
risk




What is a Baseline?

According to NIST:
Predefined sets of controls specifically
assembled to address the protection needs of

groups, organizations, or communities of interest.

They are very common

Some examples include CMMC (DOD /
Research conftracts), ISO27001 (International)
and 800-53b, FIPS 199/200 (National)

Some considerations...
They have multiple levels and are designed to
be “tailored” to the organization.

Baselines have
been around

awhile

TCSEC / Orange book (DOD) 1983
ITSEC (Europe) 1991

Common Criteria 1999

~ All 7 levels




Why we
developed a
baseline

A quick poll:

Is basic cybersecurity for
your projects still a point of
negotiation?
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Updated
and unified

policy

Easy to use
baseline security
controls to
update RUL
08.00.16.

Guidance

Provide guidance

documentation and

support links.

'7 Expected outcomes
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Peer review

Review from peer
groups for
collaborators for
feedback

Rollout
strategy &
Roadmap

A phased strategy to
infroduce baseline
controls across
campus.



NC STATE

Our strategy

NC STATE
| By )

Don’t Do

e Seek feedback

e Make controls overly prohibitive e Give enough time to adopt

e Use overly complex language e Communicated it well

e Overlook unmanaged devices
e Mandate controls with
limited support capabilities

e Align with basic research

requirements

e Tailor controls to only basic req.




Which conftrols we
iINncluded & why

Interesting fact

Basic security hygiene still protects
against 99% of all cyber attacks.
~Microsoft ‘25




Geftting to the final conftrols

Choose Reviews

Start with... Who can provide feedback?
e A common catalogue (NIST, CIS, ISO) e Frontline IT, helpdesk,
e Minreqguirements (FAR / FCI / ITAR) and Support staff
e Management

e Min privacy controls
e Office of research

Narrow the list
e Nof highly sensifive, Determine which groups
Public, Low risk, min cost .
o , will have challenges.
0 WeHE IMEgany elne e Limited budgets or

Availability
e Limited support f r'esc'>urces
capability K ’ e Limited support areas




. NC STATE
The final controls

University owned only

Cybersecurity Logging and
awareness monitoring

ldentity and Incident

S Inventory of IT resources
authentication response

Data
protection

Network Vulnerability
security management

Anti-malware /

endpoint /
protection




A Closer Look: Security in Physical Space

Physical access to devices
such as servers, desktop
computers, and storage media
must be limited to prevent
unauthorized access or
removal.

Keep your workspace clear of
sensitive information.

Access to areas containing
sensitive data must be limited Current State of Physical Security
to those who need it.




A Closer Look: Data Lifecycle

Ensure data is stored in a
university-approved storage
platform. Backups must also be
stored in a university-approved
storage platform.

Only keep data that is needed to
conduct official business, meet
statutory obligations, carry out
administrative functions, or meet
organizational objectives.




A Closer Look: Access Control

Users, systems and processes must allow only the minimum level
of access needed to fulfill the responsibilities of their specific roles

within the university.




University VS personally
owned devices

Both have challenges

mancged [ INNNURRGGGSI 1, personci

laptop is fine”

e My department can't
purchase devices for
everyone

e How do we logistically
support remote devices?e

46% of stolen

credentials come
from personal,

e Do researchers have fo
carry 2 devices?

e Does this mean we have to unmanaged
secure every device? devices
e Shouldn't we be D
r  — 3

collaborative?



'7 Requests for excepftions

Not every contirol will be able to be met
& you must allow time for full
Implementation

Requests must be submitted as a
approved exception. Approvalis better
with compensating controls.

Exceptions are a temporary risk
acceptance, not permanent.

Exceptions can be used to identify
organizational risks

“Our goal should be
that 100% of
exceptions have at
least a defined
expiration date

Temporary waivers
consistently rank as a top
vulnerability in modern
institutional audits.
ISACA’25



Keys to success

A quick poll:

Which basic controls do you
think could be challenging
for a universitye




Our roadmap
NC STATE

How we rolled
everything out

Lessons we learned...

1. Get strategic plan approved
e Geta broad scope of individuals to
2. Choose a common control catalogue provide feedback including non-IT
staff
3. Identify all Internal & external data types
e Ensure you focus everyone on the

4. Decide “how" controls will be tailored confrols for “this” baseline, not the
more stringent controls

5. Pick the controls (With collaboration) Make sure the controls can be
[ ]

6. Develop guidance documents, a method fo handle supported

exceptions, and to assess controls. e Clearly explain the cor

7. Get approval forand publish the new standard

8. Socidlize the standards (Web, forums, working groups)



Thank you!
> 4

ANy questionse



Important Links
and resources

e Cybersecurity Baseline
e https://storage.oit.ncsu.edu/



https://cybersecurity.ncsu.edu/policy-and-compliance/cybersecurity-baseline/
https://cybersecurity.ncsu.edu/policy-and-compliance/cybersecurity-baseline/
https://storage.oit.ncsu.edu/
https://storage.oit.ncsu.edu/

NCSU regulated requirements NC STATE

NCSU obligations

FAR Federal Acquisition rule Required, assessed via CMMC Level 1

Required for export restrictions /residency
requirements

ITAR / EAR International fraffic or Export acquisitions

DOD research contracts, export-controlled
data

DFAR / 800-171 Defense Federal Acquisition rule Required, assessed via CMMC Level 2

CUl/ 800-171 Required for contracts / Sensitive data

(e1:7.Y Financial data Required due to data handling

HIPAA / PHI Health records (Staff, Student) Required due to data handling

IRB Sensitive Human

subject research Human research data Required for contracts / research

FERPA Student Education records Required due to data handling

Required, but we house data from multiple states.

PIl / SSNs Personally identifiable data Whereas, different states have different requirements.

FISMA Federal research data Not required

CyberSecurity
Essentials

PCI Card holder data Limited

UK research Used for some research projects




Covering All Bases: The New Cybersecurity Baseline at NC State

=
Breaches are Prevemable | Prolecuon Rate

@OWamnTcay e l

w §y TN v 1 e

"‘U

e

Types of Regulated Data p..,,.“l pace & > ot
FERPA_HIPAA, CUN, ITAR, and more Physcal sccess s.culi(v ]
‘ 3 requires clear, consistent ground rules. mm, b Mmool iccens Patch

~ okt n et ..f-‘:"-."..‘.'.“:.. Management
D8

Navigating 10+

Hggo, iy
‘“,.”“—,m Mum

".mm- tave & renarg nulm
All{t’l'eemity & ‘:ncidem @ Q
Awareness ntication esponse University-Owned Onl
& Training loggingd  SemmMumimdy —  Moewemdh Data Protection o Y
A3 enmersty st Monitoring  astestcates (MFA) must Pt e gneed pecan sl hiocycle Univarsay dita mst be
perioneal {vasladng Delit cperating systam M Uned whanerer nisdabia dovices waed for work a7 Dyzy and Dackage trunt M:
= m)::m mrh... be ssbect v reside oo " ‘“-“:':u
Manag.mg the" oo oty ‘.‘."‘..1"““ :-':'_-3-:-::""5 e oot W
3 e -
Device “Roster 14 Core Controls

nfiguration  Inventory of Vulnmbllny
Managed Devices Unmanaged Devices Manaqcmon( IT Resources  Management
Mumh Al wystems and tences Rogutar assecoment
Orough 2z it be recerded n an a2 remodatn of
o Wunl.-.n spto-dato O rataged  byvtem soll-srciities

1 raragement syiten vydem of recort we tequeed

m '~ ,
‘ 46 / 0 Access Control Strategy & The Road Ahead
of Credential Theft i et e R S
S Nearly halt of all stolen credentials bevel of access needed for Buie o O S ased Hollout e Exception ule
Easier logistics Full risk and audtt onginate from persomal, uvamanaged wpecifc smvariny et ¥ ;:3‘-;'::: :‘u mv:'m 2:::?::: :npomﬂ
and suppon Fespon: Ry on the devices used to access institutional 'i'm” e diow Cepariments \,/‘ passex 100 of nP:p(m et
indvidual user. cata. Ve 10 20001 Be new res Nave a defoed eginaton dnte



IT must include cross references

Conftrol catelogue

Control Control (or Control Enhancement)
ID Name

AC-1 Policy and Procedures

AC-2 Account Management

Account Management | Disable

AC-2(3) Accounts

Account Management | Disable

RETE Accounts for High-risk Individuals

AC-3 Access Enforcement

2 26 200 205 24 151

RED PURPLE

YELLOW

52.204- 03.15.01
21(b) (1) (i) Policy and
Procedures

03.01.01
Account
Managemen
03.01.01
Account
Managemen

03.01.01
Account
Managemen

52.204- 03.01.02
21(b) (1) (i) Access
Enforcement

Requirements build from the previous classification.
Adding green adds to yellow.

NC STATE

Baselines
reference their
required

responsibilities
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